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[Ipo wo A byay po3nosigatu

* /II0ACBKMK PAKTOP, BPA3/IMBOCTI /1l04EN Temu, AKi 4acTo irHopyHoTb /
* OSINT, couiasbHa iHXeHepis He bepyTb Ao ysaru

* Ocob/mMBOCTIi pO6OTU €N1eKTPOHHMUX MPUCTPOIB

* /leTa/IbHUM aHA/I3 aTaK Ha YKPaAIHCbKI OpraHisauil

* PekomeHaauii
* [lapoui
* [MowyK iHpopmauii
* Email
* /lIOKYMEHTU, Nporpamu, 4yxi CUCTEeMMU, COL,. Mepexi

* BUCHOBKMU



TpoXu NpuKAagais
TUMNOBOI
/IOACBLKOT HeObepeXXHOCTI



/IO ACBKUN PAKTOP

2012 — o010 NpuHLUa BizibAMa po3Kkpu/in napom aBiabasu BIMC AHrail




/IO ACBKUN PAKTOP

2014 — YemnioHaT CBiTYy 3 pyTHOAY, LEeHTp be3nekun, napoab Wi-Fi

b5a2112014




/IO ACBKUN PAKTOP

2015 — KaHas TV5Monde “3acBituB” cBOI naposi nig yac iHTepB'to
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/IO ACBKUN PAKTOP

2015 — B ctoxkeTi BBC “3acBiTnan’ napoai 3ani3HMYHOI cucTtemun Batepaoo




/IO ACBKUN PAKTOP

- “Everybody lies*

- HeyBaXHICTb

- HeobepexHicTb

- likaBicTb/iHTepec

- BiACYTHICTb Ky/IbTypH

- BiACYTHICTb PO3YMIHHA




/IO ACBKUN PAKTOP

“Bpasnusocmi” nodel

- BaxkaHHA nogobaTucsa

- BBIYAUBICTb

- BaxKaHHA OyTM NOTPIOHKUMM

- MpuctpacTi [ Komnsekcu [ 3axonaenHs (fb)
- “Ha cnabo”




/TF0ACBKUN GaKTOP

Only amateurs attack machines;
professionals target people.

Eproc'LUHauaep

Bruce Schneier - The State of Incident Response (Black Hat 2014)



https://www.youtube.com/watch?v=u54Radu2bF0

/IO ACBKUN PAKTOP

[Awcepena (Google / Youtube sam g8 nomiv)

Steven Rambam

‘“Privacy is Dead - Get Over It” (1.08.10 HOPE)
“Privacy: A Postmortem” (14.07.12 HOPE)
“...Taking Anonymity” (19.07.14 HOPE)

[lepeknag gonosiai:
noonesshadow.wordpress.com/2010/09/


https://www.youtube.com/watch?v=DaYn_PkrfvQ
youtube.com/watch?v=NObTjstI6f4
youtube.com/watch?v=dNZrq2iK87k
https://noonesshadow.wordpress.com/2010/09/

OSINT, couiazibHa IHXXeHepiA

OSINT - BUKOPUCTAHHA iHPOpMaLLil 3 BIAKPUTUX AXKepen
(ompumyemo iHpopmauiro He NOPYWYHOYU 3dKOH)

Soc. Eng. — akT maHiny aui’ 4nA 40CArHEHHA NeBHUX LiiZ1en, AKI
MOMYTb He OyTU B iHTepecax XepTBu.
(LLyrepbepr, MiTHik, MaBpogi... Kneeasos

BOpOXi 3MI)



OSINT, couiazibHa IHXXeHepiA

Baxkaneo nam'ataTtu wo iHpopmauia bysae:

- flocToBipHa (e NnpUHalMHI 1-2 NigTBEPAKEHHSA)
- HegocToBipHa (nigTBEpAKEHHSA He iCHYE)

> [lepeBipKa ¢aKTiB, BACHOBKM
> Kepyroumncb HenepesipeHo iIHPOPMaLLiED BU PUSUKYETE



OSINT, couiazibHa IHXXeHepiA

Axwcepena OSINT _ 6e3kowmosHi ! nybiyHi !




OSINT, couiazibHa IHXXeHepiA

I[HCTpymeHTH OSINT

- Google dorks

- FOCA (BMKOPMCTaHHA MeTagaHuXx)
- Maltego (nobygoBa 3aB'A3KiB)

* [lepenik He NOBHUM, azle UnX
BiNbLU HiXX AOCTATHBLO



http://www.exploit-db.com/google-dorks/
http://www.slideshare.net/chemai64/defcon-18-foca-2
https://www.paterva.com/web6/products/maltego.php

OSINT, couiazibHa IHXXeHepiA

Kaacu4Hi niocmasu cou. iHxceHepil

- Help Desk [ Tech Support (Hazadailime eaw napow?)

- CniBbeciga (o6udea eapianmu)

- HoBwuit cniBpo6iTHMK (9 mym enepwe, 0e mym Kaca?)

- ObparkeHuin/posapaTtoBanuit VIP 3amoBHUK (Odlime meHi HezaliHo!)

- [TOMU/IKOBA A0CTaBKa AOKYMEHTIB (a TYT TaKMX HemMa? a XToO €?)



OSINT, couiazibHa IHXXeHepiA

[pOXaHHA PO3A4PYKYBATU 3iNCOBAHUM AOKYMEHT. Xiba CrpaBHiN AKEHT/IbMEH BigMOBUTL a1ei ?




OSINT, couiazibHa IHXXeHepiA

®newka mictuaa reverse shell, Ak 403BO/MB BigaaneHe KepyBaHHA CKOMNPOMETOBAHOK CUCTEMOIO

C:\Home\User> nc.exe -n -vv -1 -p 8680

listening on [any] 8680 ...

connect to [192.168.1.100] from (sentraagatis.com) [157.257.273.12] 5

Bank Sentra Agatis

All connections are monitored and recorded

MNopyweHHA NoNiTUKKM Ib



OSINT, couiazibHa IHXXeHepiA

[Awcepena (Google / Youtube sam g8 nomiv)

Bonoagummnp CtupaH “lMpeatogua K atake”
securegalaxy.blogspot.com
slideshare.net/sapran/osint

Steven Rambam “Privacy is Dead - Get Over It”’
noonesshadow.wordpress.com/2010/09/


http://www.slideshare.net/sapran/osint
http://www.slideshare.net/sapran/osint
https://noonesshadow.wordpress.com/2010/09/

OcobamsocTi poboTu lMNK/ragxeTis

Hasimb Koau cucmema “aucHe” — 8 (poHi i0e Kyna 38epHeHb

Big 0bmaHy A0 lWundpyBaHHA AK NPaBU/O 3-4 K/IKU

LLIndpyBanbLunKy Tpeba Big 30 CEKYHA, A0 15 XBU/IUH

LliHa noOMW/IKK CTapTYyE Biag $ 500

Bi/ZbWiCTb XXepTB He BCTUratoTb onamM'ATaTUCA



Cy4acHi Ui/ZIbOBI aTaKK
- AK ue 6ysa10




TepmiHOANOrIA

®PiwmHr — cnocid ataku, Wo 6asyeTbCA HA pO3CU/IKAX CleLlia/IbHO
CKAageHunX, Niapob/1eHnX eNIeKTPOHHUX /IUCTIB, L0
3MYLLYHOTb XE€PTBY 3anyCTUTM NMPUEAHAHHA
abo nepenTn 3a NOCUAAHHAM.

Cou,. iH}KeHepif — aKT NCUXOA0riYHOT MaHinyAAuii/obmaHy »kepTBu ANA
AOCArHEeHHA NeBHUX Lii1en B iHTepecaxX 3/10BMUCHUKIB.



Pe3oHaHC y 3MI

TCH IMomithka EroHOMika Bigeo Bunyckd TCH BnorH Ilpocnopr Apro Jlefi LlikaBHHKH Bci po3ginu =
EPANAC

3arocTpeHHA y 30HI ATO Heokynania Kpumy

YEPE3 XAKEPCBbRKY ATARY 3HECIPYMW/IO
IHIOJIOBUHY IBAHO-®OPAHKIBCBKOI
OBLJIACTI

Kinvka 200uH ¢paxisui 8ioHOBAOBAAU CBIMO.

[MpHKapNaTTAOGIEHEPTO HA3Ballo npuuuHy BHUMKHEHHs ejnexrpoeneprii, 0 Majuo Micle
HarepenonaHi, 23 rpynHs. [IpHYHHOIO CTarna XakepchKa araka, nopigoMmsae TCH.



3 4yoro noyascA BE y 2014-my poui

File Edit View Message Tools Help

M B 8. B @ .3

Reply All Sender  Forward Trash Spam  Next

From: MiHicTepcTED NPOMUCNOBCT NONiTUKKW YKkpaiH <info@industry.gov.ua=
To:

Subject: Pekomengadii 3 beanekn
Organization: MiHICTepcTEO NPOMUCNOBOI NONITUKK YKpaiHK

¥ 2B HSH}." =] EHHEJ’IEHHHH HebBezne4yHol }."F]EISJ'IHBDCTI Yy CEF]EFEFIEI}I, Ha AKKWX I'IF]EILI,}."H]TI: NOWTOEL CJ'I}."J'HEIH Ta calTu O2PKaBHWX
OpraHle enagW }.I'ClH CI'IlEFpDEIlTHMI{aH I'IDTplEIHCI SM1HWTH nNaponl 0o NoOWTH Ta 1HWWX CJ'I}.I']I{EI

Y OopaTtky CnUcoK 2 HeBesnedYHWMW NAponAMW. AKWo BW =HaAwnW cBlid napont Yy UBOMY cnucky, Aoro TpebGa =MIHMTH.

Bipgoin 1HdopMauliiHoi Geznexu
MiHlcTepcTEa NPOMUCNOBOL NonlTHUKM YKpaiuu

03035, M. KWie,
BEyn. Cypukoea, 3
+380 (44) 245-4778
+380 (44) 246-3220

[cnucok naponie.zip application/x-zip-compressed (90121 bytes])]

B m O E




Cnpobu aTak Ha KPUTUYHI 0O'EKTU

* 23 rpYyAHA 2015 eHepreTUKa/Makpocu (BlackEnergy)



Cnpobu aTak Ha KPUTUYHI 0O'EKTU

* 23 rpYyAHA 2015 eHepreTUKa/Makpocu (BlackEnergy)

* 19 CiYHA 2016  eHepreTMKa/MakpoCH (RAT, Sandworm)
* 1 I10TOr0 2016  LUMPOKUIM CNeKTp/.exe (ZBot/ZeuS)

* 4 NTOTOr0 2016  WMpPOKUi cnekTp/makpocn  (Dridex)

* 3 bepes3HA 2016

eHepretmnka /| RTF + RCE

(ransomware)



TmnoBa cXxema aTaKku

=

M

qalliiie

3/10BMUCHUKM 3aMyCKarOTb PO3CU/IKY
GILUMHIOBUX INCTIB i3 NPUEAHAHHAMM.
TeKCT UCTIB NigLUTOBXYE XepTBY
3anyCTUTU/BIAKPUTU NPUEAHAHHA.




TmnoBa cXxema aTaKku

=

qullilis

AKLL0 KepTBa BigKpHU/1a NPUEAHAHHA
Ta aKTMBYBa/1a MAaKpPoOC, BiH

BnaobyBac i3 cebe dropper
| 36epirae oro y stemp%\vb_test.exe



TmnoBa cXxema aTaKku

L

Y
(/Vb_test.exenepesipﬂe napameTpu

CUCTEMM, 3MIHIOE Ha/laLITYBaHHA NPOKCI
Ta aKTUBYE KOMYHiKauito i3 C&C cepBepom




TmnoBa cXxema aTaKku

vb test.exe 3aBaHTaxye 3 C&C cepBepa
MOAY/b BigaaneHoro kepyBaHHaA (RAT),
i 30epirae noroy
*\AppData\*\iesecurity.exe




TmnoBa cXxema aTaKku

PyHKUI, WO 3abe3neyye RAT:
*Kennorep

*3HIMKU eKpaHy
*3aBaHTa*KeHHsA/BUIrpy3Ka ¢alinis
*3anycK npouecis Ta iH.




Po3cn/Ka 19-ro Ci4HA

Wed 1/20/2016 §:20 Ak

¥BAMA! 3miHeHo gaTy npoBedeHHA rpomagcekkx obrosopeds [Nnany posewtiy DEC ¥epainw Ha 2016-2025

o [

'ﬂ' Click here to download pictures, To help protect your privacy, Outlook prevented automatic download of some pictures in this message,

Message B Ccenkaxls [G16 KB)

BianoeigHo A0 nonoxeHb 3akoHy YKpailHW «[po zacagi gyHKLIOHYBaHHA PUHKY eNeKTPUYHOT eHepril YKpalHKu» Ta
«[NopAAKY NigroToBKM CACTEMHUM ONepaTopoM NNaHy po3euTky O6'cAHaHOT eHepreTUYHOT CUCTEMKM YKpaiHW Ha HaCTyMHI
AEeCATb POKIB», 3aTBepAKeHoro Hakazom MiHicTepcTBa eHepreTUKK Ta BYTiNbHOT NPOMUCNOBOCTI YKpalHK Big, 29.09.2014
N2 680, cucTeMHUM onepaTopom Byno po3pobneHo Ta po3mMilieHo Ha o ilinHOMY cauTi KoMnaHil NpoekT «[naHy
po3euTKY OEC YKkpaiHu Ha 2016 — 2025 poKK».

MpoekT NnaHy po3BUTKY 3HAXOAUTLCA B A0AATKY A0 NIUCTA.

Ha BUKOHAHHA NYHKTY 5 nonoxeHHA MNMopAagky niaroToek 20 ciyHA 2016 poky 0 14-00 B agMIHICTPaTUBHOMY
npumiweHHi NC 750 kB «KWiBcbKa» (KWiBcbka obnacTb, MakapiecbKWA paloH, ¢c. Hanuealkieka, eyn. »KoBTHeea, 112-b)
ByAyTb NPOBOAUTUCE rPOMAaACEKi 0BroBOpeHHA Ta KOHCYNbTaUil WoA,0 NpoekTy MNnaHy po3BUTKY.




Po3cn/Ka 19-ro Ci4HA

!-’t-!g H9-™ " PaBoTa € pUOyHKaMH
- [nagHanA BcTaeka PazmeTka cTpaHuLbl Popmynel JdaHHE2 PelgHIMpoEaHKE Bug PazpaboTumnk DPopmat
= = ! 5* Bra -
& (& A [ T= §||P§a | = MepeHoc TekcTa j—';:= 4 g || 8 merase
53 - =3 T ¥ganutb -
BCTaEWTE (K & 4 -|| ~| - A -||||E = =||2E ££|| -2 0 nearHUTE M NoOMETHTE B ¥OIOBHOE DOPMATHPOEETE CTHAN || .y
- Jf = = ﬁ Ak TAEANLY © AYEEK L:‘..jmﬂp’“a"' T
Eydep o6MeHa s WpndT B lNapareTp) GiezonacHocT Microsoft Office A S
@ MpegynpesaeHne CHCTEMb] BE30ONACHOCTA  3aMNyCk MAKpoCoE OTKAKYEH. @ Onoseutenne cucremsl besonacHocTy - MaKpOC
PucyHok 1 - Je | Makpoc
A B C Makpock! BeUM oTHIKYEeHEl. Makpock! MOryT COOEpMETE BMPYCEI M APYTHE OMNacHLIE I 1 K L
KOMMOHEHTEI, HE BKNHOYENTE COQEDMMMOE, ECIM HE YEEDEHE! B HAOEMHOCTH
1 MCTOYHMKS thalina.
1 Brumanue! He yoanoce oNpeqeniT b Ha e HOCT b HCTOYHHKE 3Toro
2 OUII HKa CTpY pr UTEHE p\fl{l CogepXMMMoro. PEKOMEHQYETCA OCTABHT b 3TO COQEPHHMOE OT KNHYEHHbIM
3 33 HCKNHYEHHEM CNYYaEs, Korga cogepxnmoe obecneunsaer £
KPHTHYECKYHD (DYHKUROHANBHOCT b 0 Bbl [OBEPAETE Ero HCTOYHHKY.
1 OononHUTENEHBIE CEEOEHIMA
5 ® Microsoft® MyTe K dainy:  C:\Documents and Settings!test\DesktopCopy of Ocenka. xls
i
] d I ‘ e () YCTEHOBWTE 3ALMTY OT HEMSBECTHOMD COMEMHMMOro (DEKOMEHIYETCH)
7 | M 1 & BKHYMTE 3TO CO0EMHMMDE!
8
9
10 J
11
12
13 by .
Yeara! Lleih nokymeHT 6§ [ o ] [ omew | it Office
14 4 OTKDBITE WEHTD YNDEENEHMA BES0NACHOCTED
= Makpocu noTpibHO BKITFOSVITIT T BIO0Pa R ERIT BVITCTY TIORYMVIEHTY.
16
a7 1 1




Po3cn/Ka 19-ro Ci4HA

=l i explarer. exe 17,600 K, 19844 K. 1600 C:AWINDDW'Sexplorer. exe

i?l WBoxT ray. exe 1516 K 4260k  16B4 CAWINDOWShaystem 32 \WEoxT ray. exe

] juzched. exe 2136 K 4 412k 1764 C:MProgram Files\Caomman Filezh) ava'd ava Updatehjuzched. exe
3 cHfmon, exe Fod K LAB0E 1772 CANWINMDODWShepsterm 32 ctrmon. exe

= Autorunz.exe 22,780 K, 27640k 3768 CAWRad\SpeinternalsSuite\autaruns. exe

L procexp.exe 15,260 K .09 k. 3772 CAWRad \SysinternalzSuitehprocesp. exe

/¢ Procman. exe R.A12 K 9,280 k. 4064 C:AWRad\SysinternalsSuitehProcmon. exe

E& T Ccpwiew. exe 1,980 K B.923 K ald C:AWRad\SysinternalzS ke’ T cpyiew, exe

=l [i% EXCEL.EXE 20,056 K, A7 772k 2012 C:AProgram Fileg\Microsoft Office200740fficel 25EXCEL EXE

1136 K 4280k 268 C:ATemphtest_vb exe

& TCP¥iew - Sysinternals: www.sysinternals.com

File Options Process ‘iew Help

EH & = [3]

Proc... ~ FID Fratacal Local Address Laocal Part Remate Address Remate Fart State
= test_vb.exe 3480 TCF 10.0.2.15 1420 193.239.152.131 a0 ESTABLISH

A




Po3cu/1Ka 1-ro IDTOro

MH 01.02.2016 14:52
Al "MzaromuHka” <sales@aerocredo.rus
AOKYMEHTEI N0 ogopMASHIID

'ﬂ'ThiE. message was sent with High importance,

Message 1, ckaHbLzip (770 KB) :::> HACHOPT.E}{E

JobpHi JeHE. BIANPARIAN BaM JOKVMEHTH I18 0QopMISHES JOBIPeHOCTEH.
3 moearor ©ponoea Terana
TIT "Harommaa"
044-783-22-56

pasport.exe SCan.jpg




Po3cunska 3-ro bepesHA

YT 03.03,2016 5:43

_.:\-h

HNokymenTs

T [

'ﬂ You forwarded this message on 03.03.2016 10:12,

Message TIE sche_dnc[l ME]

T

"y L F

i =
L A

R
LW D =

LA

L |

JaopaecTteviiTe!

B ceasH ¢ HaMeHeHHAMH B TapHHEBIX IaHAX MBI IepeIelaTH IaTe#HbIE JOKVMEHTEL
Hoerli cHeT B0 BIOESHHEIX dafimax.

C vEaxeHHeM
Erop Camobpatos.

Menpexep KoM EIHHH-
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Machine View Devices Help
El H v #7 Process Explorer - Sysinternals: www. -0l x|
W HihAF ThISERT NE<TEMN DARF | AT REFERFLICFS FAAILIMGS REVIEYY o File Opfions  View Process Find  Users Help
g vmkexei 076 propertes od (@8 =EOE s s a T, I |
* O— == 5= 2
E Threads I TCPIP I Security I Enviranment I Strings - - Process I:F'Ul Private B_l,ltesl Working Setl FID | |zer Mame | Command Line | Yerified Signer
Paste Image Performance I Performance Graph I Disk and Metwork. E = = 5 System Idie Pracess 7.3 oK 24K 0 MT AUTHORITYS..
- =R B 5 System n.09 108 K. 304 K 4 MT AJTHORITY ...
rIrnage File Paragraph o B Intermupts 03z Ok 0k nta
- (B smez.exe 420K 1.068 K 200 MT AUTHORITY... \SwstemPoot\Swest.. Merified) Microzoft,..
& 2 - N - .
0 d (N signature was present in the subject) ing proofed, ¥ou may be able =1 cs.rs.s:eue <00 1,908 K 4 056 K 380 MT AUTHORITY. . /.;TS_ll,Is.temFHDDt/.;'\s... ['V'er!f!ed] M!crosoft...
. B [57] wininit. exe 1.500K 4368 K 408 MT AUTHORITY ... wininit.exe [ erified] Microsoft. ..
N Version:  nfa [ services. exe 5,080 K BA0SK 512 MT AUTHORITY.. C\windowshsyst.. [Merfied) Microsoft..
d Build Time: Mon Feb 22 16:27:23 2016 (57 lzasz.exe <0m 4,244 K 11,684 K 20 MT AUTHORITYY... C:¥wWindowshspst... [Werified] Microzaft...
Path: CRIER= 2992 K 5768 K 528 NT AUTHORITY. .. C:vwindowshayst . [Verified] Microsaft...
Sear I C:ATmplwmsk. exe Explore | B [E7] carss.exe 0.03 2420k 403K 428 NT AUTHORITY... %SpstemBoot®hs.. [Merified] Microzoft..
) B conhost exe 1.060 K 2952 K 1204 wandsmoot WEACAWIndowsh . [Wenfied) Microsaft.
HEAI Command ine: [ conhiost eve 1,064 K 3308K 2980 winfsroot VICNWindowsh... (Verified] Microsoft..
I CTmphvmsk, exe _ﬁ_'l wirlogon. exe 2712K B.924 K A72 NT AUTHORITY... winlogon.exe [ enfied] Microsoft. ..
|: Current direckary: B explorer.exe 0.06 33,016 K RIZE0 K. 2396 wind oot C:WwfindowshExpl... [Werified] Microzaft...
[ I Ci\Usersiroot,win7\Desktop) lu"f! YBoxTray.exe 0.m 2228 K 572K 2588 winsmoot "CvwindowshSve... [Wenfied) Oracle C...
futostart Location: B ¥ procexp. exe 2476 K BE28 K 3012 windsoat "D\ Rad\Sysinte. . [VWerified] Microsoft.
. Hrostart Losation: 1.1. Cepa meit: 2 procespEd. exe nsz 18,720 K 29640K 2064 winsoot "D:4WRad\Sysinte... [Verfied] Sysintern...
I nfa Explore | 1.1.1. Mpasrma =7 autoruns. exe TH3EK 12092k 3036 winssmoat "DoARad S ysinte. . [Werified) Microsaoft..
i paspaborasEr B co &Tcpview.exe 013 5892 K 11164 K 3086 windsmoat "DWWRadsSysinte... [Werified) Microgaft...
Rarent:  <hon-existent Process»>(2560) Verify | FAKCHOAATENECTEON | g 27 Procmon. eve 128K 10312K 2056 win?soot “D:\WRadySysinte. . [Werfied) Microsoft...
User; win7irook UEA3AHEEL i CIIYT CEX 23 ProcmonGd. exe 0.07 19,036 K 20424 k. 1220 wind oot "CATmp Procmo... [Werified] Syzintern...
_ Bring to Front | 112 Hacromm| 5 o wieshark exe 0.4 BREAZK B7A28K 1716 winfsoot “C\Program Files.. [Werified] Wireshar..
Started: 12:27:23PM 3/3120168 I : 32-bit . .
e fai raass S , YK FONOBHAM M dumpcap exe 001 3480 K BA24K 1908 winT\ast "C:\Program Files... [Verified) Wireshar...
Commert: || Kill Process | 113 Eemt 012 oo sk ewe 003 194984 K 122526 1976 win?soot CATmp\wmsk. sxe (Mo signaturs was...
: TPEAYCMOTREIDINA | o g o, eve 5.940K E.783K 2740 wirsroot emd.exe Jo "TAT.. (Verfied] Microsoft..
ViusTotal: | _subre | L14. Yomyra | e NwORD. EXE 048  4578BK  GIGIGK 228w 'C; i fied) Mi
. , A X win ook C:\Program Files ... Menfied] Microsoft. ..
) . OKa3aHMA YCIYT CE.
Data Execution Prevention (DEP) Status: DEP {permanent) -
TMHITEHsHET OIepaTo
Address Space Load Randomization: Disabled ZBA43) 1 E MECTAX |
(a]4 I Cancel
y ¥ CIyTH BHYTPHOR
= - |CF‘U Usage: 2.61%  |Commit Charge: 35.05% |F‘r0cesses: 50 |F‘h3-'sical Usage: 27 59%: | j
& TCP¥iew - Sysinternals: www.sysinternals — -
File Options Process View Help 55000 BErigana 27012016 -
- Fockonmagzoponm 27.01.2021
A =
Proce. FID Pratocaol Local Address Remate Address Remate Port State Sent Pac] 13030 Brigana 11123013 -
ESTAELISHED Focronmagzopon 11.12.2020
El vrnsk exe 1976 TCF wWing lnzalhost ESTAELISHED Brigana 16.02 2016 -
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Recycle Bin

Far Manager 3
xEd

YLC media
player

> 0

fdobe Reader
wl

£

CiCleaner

0

DAEMON Toals
Lite

II:,. |E
il

deskkop.ini

Mozilla Firefox

&

Recuva

>

Skyvpe

[

TrueCrypk

WinsCP

—

Wireshark

-

Autoruns.exe - Procmon,exe -

Shiorkzuk

II:,. |E
il

deskkop.ini

MicrosIP

Mrap - Zenmap

Gl

PrOCEXD EXE -
Shorkout

&

Sharkeout

Tepview, exe -
Shorkout

READMEL  Exk

REALDMEZ Exk

READMES, Exk

READMES ExE

READMES, bxk

TEkugGEmpfk. .

FOxESM UYL

bZ3oiyMzLd]...

EdvukEpEpcl...

ifWwMNIZe0BE, .

NaxEs3+10..,

v LLTEEM.

READMES, Ext

READMEY Exk

READMES, Exk

READMESD, Extk

REALMELD, ExE

READMEL  Exk

READMEZ, Exk

READMES, Exk

README4. Ext

READMES, bk

READMER, bxk

READMET bk

READMES. bxt

READMES, Exk

READMELD, ExE

Test Mode
Windows 7




YT 14.07.2016 19:08

AHacTacia Kotanko <liam.seeger@t-online.de:

info MNpononyemo 03HAROMWTHCE 3 HANEXHWUMK AOKYMEHTIMMN
To
ﬂ You forwarded this message on 14.07.2016 15:08.

Message I'I::u3ns_npumipHmc_infn.dnc 40 KE)

Nlamoesni nade mam1!

®imauncorni maposmut JiaManToank seepracTeca 40 Bac 2 mpueogy Toro, mo Ha Bame v a
12.09 2015 poky, 3a JOTIOMOT 0 HAMOT MIOCIVIH OHIAHH DAHKIHMTY, OVIO VEIagcHO JOTOBID Ha
TepMIHOBHE EpeauT Ha cvmMy 121 433 00 rpueens.

Ha gammii MOMEHT HATEEHY CVMY 3a KPeIHTOM He norameno. CTaHoM Ha JaTV HAACHIAHHA UBOTO JTHCTA
poky Bam dopr 3 vpaxveansaM neH1 (0,7% sa koxmEv 700V mpocTpodeHH  onIaTH ) cTadoeHTe 21 00059

TpH.

V 3B 43KV 3 UMM, Ha MICTAR1 KPETHTHOI VIOJH, KEPIBHHIITEOM BIIUICHHS OVII0 NPHHAHATO PINIEHHA PO
CKIAJaHHA CVI0EBOro mo20ey Ha Bame i a.

[TponoHveMO 03HAHOMHTHCE 3 BIAMOBITHHME JOKVMEHTAME.




Y714.07.2016 22:02
OHucum Mupropoackuid <arsoy.nej@t-online.de»
office, ¥rogy_npo_kpegwtysanua - BTE bank

To

'ﬂ' You forwarded this message on 14.07.2016 17:03.

Message ¥rogy_npo_gwaady 6e3roTiekosoro_kpeawty_office.doc (40 KEB)

Bucoxomanopunii gobpoaio!

FOpuguaauii maposauT Haragye BaM, Mo, BIAMNOBIIHO 10 HAafeHHUX JokvMeHTiE, 11.12. 2015 poky wa Bam
{TeHTHMEANMAHNEEA KoT OVI0 VEIAIeHO KpeOJHTHHA Joroeip Ha vy 210 000,00 rpueeHs.

Braxaenmo 3a ceifi obor'az0k cioeicTHTH Bac npo e, mo Banry 3aboproeadicTs Ha CHOTOOHINIHIN JeHE
J0C1 He TMOTAMeHo, HATOMICTE CVMa MPOJOE&EYVE 3POCTATH 34 PAXVHOK MPOIEHTIE Ta ITpadHHUX CaHKINE,
mwo cTaHoeHTE 0,9%0 3a KoxkeH DaHKIBECEKHI JeHE IPOCTPOICHHA.

Ockimexkn By, Bcynepes yMoBaM JOTOROPY, 1 A0CI HE BHECTH HATEKHY CVMV MOZHKH, MH 3MVIIEH1
OPHAVIIHEHTH IO JOTOBOPY Ta SEEPHVTHCE J0 CVAV II4 NPHMVCOEOIO CTATHEHHA CVMH KPegHTV Ta

mTpahHHX CAHKITIH.

[Iponmonvemo Bam 02HaAOMHTHCE 2 BLINOBLTHOK JOKVMEHTALIER.

P S. 3anernaemo Bac, mo, axmo npotarom 20 bankiecekux e Bu BHeceTe Ha paXvHOK DAHKY BKazaHV
CyMYV 2aDOproBaHoCT!, MH i HaJAT CIMENPALFOBATHMEMO Ha IONEPeIHIX VMOBax.




[IpaBKMA0O 30 CeKyHA

* Konn Bam Hagxoamtb email, He cniwiTb BigKpnBaTV NPUEAHAHHA YM NnepexoamnTn 3a nocunaHHaAm! !

ButpatbTe 30 cekyHA, Wwob yBaXKHO NepeBipuTU TNCT:

Yn cnisnapae agpeca B noni “Big” TiM KOMNaHii NPo AKY NAETbCA B CAMOMY JIUCTI?

Y cniBnaga€e nowToBa CKPUHbKa i3 M1b ntoanHM SKa HavyebTo Hanucana incra’?

Yn Hemae B TeKcTi opdporpadiuHmx/rpamaTniHUX NOMUIOK? BiamiHKu? Chosa nepenayTaHi?

Y1 € BHM3Y IMCTA KOPNOPATUBHUM Nignuc?

AKLLO LLOCb BUK/IMKAE MiA03PYy — HE HEXTYWUTE MOXK/IUBICTIO 3BEePHYTUCA 3a TenedoHOM Yy nignuci

| nepennTaTn NIOAMHY WO came BOHa Bam Hagicnana? Ak npasuao 90% ¢ilnHry BUABAAKOTLCA NpuU
YBaXKHiN nepesipui 3MicTy INCTa.



HE AKTUBYUTE MAKPOCU!

|.l:!::. lg‘!} o v
.l_m

Mozoe_npuMipHWk_info.doc - Microsoft Word

- =X
[naeHad Ecraeka PazmeTka cTpaHMUEl CCBlAKK Paccelikmn PeUgHZMpOEaHME Bug l@
= g _ |E . . I )
=] £ || 3 arm—r—— x‘| = aaBhCeDe &aBhceDe AaBbiC 1%
BrTapkTe =T = i T OBBIYHBIA T Ees MHTE.,  3aroaced.. MaMeHHTE | PeaakTHpOBaHKe
. | |a'3/’_ A. Aa~|[A A7 |\')P_ CTHAM ™ v
Byihep ofMeHa M@ LWpKdT CTIAK
X
@ Mpe JyNpemjeHHe CHCTEMEB] BEI0NACHOCTH  3aNyoK MAKpPOCoE OTKEAKYEH, MapaMeTpbl.

~a.0ffice

1 Yearal Lieii gokymeHT Bye cTBopeHnid y Binbw Hoeol Bepcii Microsoft Office.

Makpocu noTpibHO BKNIOYUTY ANA BWAOBpakKeHHA BMICTY J0KYMEHTA.




OaHa i3 Hebe3neK TakMX aTak —
CUrHaTYpPHWUU aHaAi3 He 3abe3neyye
AOCTATHIN PiBEHb 3aXUCTY.



XLS 1a .EXE - 24 roguHu nic/19 po3CU/IKU

M virustotal 2 total

—

SHAZSE: Obb508f77<69da5bfE068be bes b58T 658550940920 1d e b I B0cec s $ SHAZ256: 43b69a81693488905ef655d222355c3f8dee2486abad76d571d3b12433d10c93
File name- Ocenkaxls - File name: test_vb.exe
Detection ratio: 5/ 54 .I O 0 Detection ratio: 4 /53 .I 0
Analysis date:  2016-01-20 08:45:25 UTC { 0 minutes ago ) Analysis date:  2016-01-20 11:21:18 UTC ( 0 minutes ago )
B Analysis @ File detail @ Additional information  ¢® Comments £ Votes B Analysis @, File detail @ Additional information ® Comments 3 Votes B Behavioural information
Antivirus Result Update Antivirus Result Update
Arcabit HEUR.VBA.Trojan 20160120 . )
Avira TR/Downloader.Gen 20160120
Avast VBA Downloader-AAH [Trj] 20160120
Blkav W32 eHeur.Downloader 20160119
CAT-QuickHeal X97M.Dropper.RO 20160119
McAfee-GW-Edition BehavesLike Win32 Multiplug.qm 20160120
Qihoo-360 heur macro_drop.c 20160120
Qihoo-360 HEUR/QVM10.1.Malware.Gen 20160120
VIPRE Trojan-Downloader. O97M._Donoff.d (v) 20160120
AlYac (-] 20160120
AlYac L] 20160120
AVG ® 20160120 AVG (] 20160120
Ad-Aware ®© 20160120 Ad-Aware (] 20160120
AegisLab © 20160120 AegisLab © 20160120
Agnitum [ 20160119 Agnitum L] 20160119
AhnlLab-V3 © 20160119 AhnlLab-V3 ] 20160119
Alibzba ° 20160120 Alibaba o 20160120
Aniy AT ° 20150120 Antiy-AVL © 20160120
Awi 20160120
e @ Arcabit ] 20160120
Baidu-International L] 20160119
Avast 1] 20160120

[= 11T o PV SRS P

]

ANAECNA90

(&)



CurHaTtypu Tyno HE Bcturarotb




[Taponi

Gmail

123456
password
123456789
qwerty
12345678
111111
abc123
123123
1234567
1234567890
lloveyou
password1
000000
zaql2wsx
tinkle
qwerty123
monkey
target123
dragon
1q2w3e4r

Yandex

123456
123456789
111111
qwerty
1234567890
1234567
T
123321
000000
123123

2014

654321
gfhjkm
777777
112233
121212
987654321
159753

Mail.ru

qwerty
123456
qwertyuop
qwel23
qweqwe
klaster
1qaz2wsx
1q2w3edr
(azwsx
1q2w3e
123qwe

1q2w3e4r5t

123456789
111111
zxcvbnm
1234qwer
qwer1234
asdfgh
marina
qlw2e3r4dt5

Rank Password

1 123456
2 password
3 12345678
4 qwerty
5 abc123
& 123456789
7 111111
g8 1234567
9 iloveyou
adobe123

123123

2Q13

photoshop
16 1234
17 monkey
18 shadow
18  sunshine
20 12345

Change from 2012
Up 1

Down 1

Unchanged

Lo I

Down 1

New

Up 2

Up &5

Lo 2

New

New

New
Dowrr 11
Unchanged
Down 5

New



[Taponi

* [laponi noTpibHO Nnam'aATaTu, a He 3bepiratn y bpas3epax i 1.4.

* Po34iniTb Napoab Hi TpU KaTeropil:
* Pobota (Mmakcumym)
* Ocobucte (He chabue)
*  CmitTa (po3cunkn, popymn Ha 1 pasiT. iH)

* [laponb He NOBMHEH BKAOYaTH iHGOopMaLito AKY BU Npo cebe yke posnosinn/3anoctunm!
* [laponb, a pagle naponbHa ppasa MyCuUTb CKIAAATUCA i3 ABOX Pi3HMX NOJIOBUHOK
* [laponb mycutb 6yTH gosxuHoto Big 10-12 cumsonis
* BapTo i noTpibHO 3acTOCOBYBATU METOAM YCKNAagHEHHA nepebopy — YKp. PO3KNaaky i umdpu
 MMpuknagn: kO@L@#Hp@RK3r_
%b»b)HT!I03k0b»e (MamoHT!conpomar)

Eltl A»urelp 3k3BnlmNeVeresen (TiHi_3abyTux_npeakis#Veresen')
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TheHarvester Ver. 2.6

- Edge-Security Research

[lOKyMeHTH, meTaiHpopmauis...

& forensic - FOCA (final ¥ersion) 3.4

Usage: theharvester options

-d:
-b:

-5
-V
-
-n:
-C:
-t
-2
-1
-h:

Examples:

+ = Project |~ Report Tools . ooOptions () Tasklist [ Plugins & About
FANEVAY ] 4 — :
—_— _ = — -l forensic
A N A A A _\\f’l ] N --..Netwurk
A A A O I NV S f\ Y, || __f | : im;anmmm B
INVTND L N TDNITALNT 6 o .
; @ Yulnerabilities
i B Metadata
: 4 LR
Coded by Christian Martaorella + £ Documents (31/264
- cmartorella@edge-security.com * ; ~E¥.dmﬂ2m
s o o o e o o ok ok e o ok o o e ok ok o ok e o ok o o o o ok o e o ok ok e e o ok o o o o ok o o o ok ok o o ke o ok e ok ok e e o o ok ok e ok o ok ke ;;pdﬂm
(B ppt (1)
. I‘E_J :':lS [-I] it I_II'_| i I T
B h-'!__nletadata Summary it Dovwnload
----- a5 Users [15) - ]
Domain to search or company name | () Folders [0) pd_ o Downioad Al
. paiy ; ; - 15:] Frinters [2] hittp:
data source: google, googleCSE, bing, bingapi, pap = e~y Delete
linkedin, google-profiles, peoplel23, jigsaw, | L) Software (4) hﬂp:-' Sl ]
twitter, googleplus, all [0 Emailz (0] ==
""" §_’-i.‘ Uperating Systems [1] e Extract Metadata
Start in result number X (default: @ | @%PaﬁWDMSW] ¢
Verify host name via dns resolution and search for virtual H 4 Servers (0] hittp: Extract All Metada obil. doc
Save the results into an HTML and XML file hittp: Analyze Metadata . doc
Perform a DNS reverse guery on all ranges discovered hittp: 4 i1 doc
Perform a DNS brute force for the domain name hittp: Add file 1_obl.doc
Perform a DNS TLD expansion discovery hitp: 4 add Folder I
Use this DNS server http: 4 '
Limit the number of results to work with(bing goes from 50 t Add URLS from file
use STOD?ged?ta?gge todqueryddlscggered ?ﬁsts Ny Time Soue I o ik , [
googte © » @Nd pgp doesn use is option) 23311 ... MetadataSearch [z Docurnent metadata extracted: C:hTemphgay_oec_I9_ & pdf
23811 ... MetadataSearch [t Diocument metadata extracted: C:A\Temphaay_ostriv_15_16. pdf
theharvester -d microsoft.com -1 500 -b google 23311 ... MetadataSearch  low Docurment metadata extracted: C:\TemphKiey_obl [1].doc
theharvester -d microsoft.com -b pgp 23311 . MetadataSearch [ Docurment metadata extracted: C:ATemphitomic_obl 1) doc
theharvester -d microsoft -1 200 -b linkedin 23311 ... MetadataSearch [ Document metadata extracted: C:hTemptOdessa_obll doc
theharvester -d apple.com -b googleCSE -1 500 -s 300 23311 ... MetadataSearch [ Document metadata extracted: C:ATemphChernigiv_obl [1].doc




y p2 - FOCA (final version) 3.4

=101 x]

= Project |“ Report /Tools . ;Options () Taskist @) Plugns /&’ About
+ ‘Bj PC -l 5 ; A Extensi
S § PC: —I V¥ Google Wdoc [xls [ ppsx [ sxc
i PC. Sk vmoRnen r : A [V Bing vl ppt [V docx [ xIsx [y sxi
t’?gzﬁ' et I Exalead Meps ppix sxw 4 odt
N PC: Icanumit All  None K I i
84 PC_ reit Esrexvel |
@& PC_ +a VisarosHa
£ pC. Custom search Q%
G- PC_ wacracus Br | [Ng [ Type | URL [ Downlosd [ 4]
[f‘] £ PC_ ap KOpoesi 1136 s hitp:/, com/upload/ilyich/tender/166/peanuaawn Tpascnopta 59 eam... X
R @37 X hp) com/upload yichAmp Aender/45626593 173890 72bbe 3%cc 1504... X =
€9 Roles @38 ®s  hitps /upload/sales/report/1/Mpaiic ot 08.04.2015r. Xis x
- ‘ Vulnerabilt 39 «s hitp:// /upload/sales/report/1/TNpaitc ot 02.04.2015r. s X
& 1™ Metadeta E)40 ds  hitp /upload/sales/report/1/Mpaitc ot 17.04.2015r. xds X
&7 Documents (29/393) a1 xs  hitp) /upload/sales/report/1/Tipaic ot 14.04.2015r s .
4@ doc (3) @)42  ds o /upload/sales /report/1/Tipaic ot 29.04.2015 . s .
-0 docx (4) @43 s hitp/) /upload/sales/report/1/Mpaitc ot 17.03.2015r. xis .
=" pdf (12) 44 xis http:// com/upload/ilyich/tender/164/Tlpunoxermne Ha peanmsawno AK-.. X
&) s (6) 45 s http:/ com/upload/ilyich/tender/138/peanusaums umywectsa semns ... X
@ ) dsx (4) @46  ds  hitps com/upload/ilyich/tender/131/3asexa Ha peanusawso 2 TCLUN.. X
B ;{tadaa Summary 47 ds  hitp:/) com/upload/ilyich/tender/206/N10T NeNe 2: 3: 4; 5; 6: 7xds X
Users (20) )48 docx  hitp:/ com/upload/ilyich/tender/202/3asexa docx X
() Folders (1) @49  docx hitp/ com/upload/ilyich/AmpAender/5bf6111148ad3a8cb 18 7eb8355d... X
) Printers (7) #50  docx hitp, com/upload/iyich/tender/97/sanuT i nponos2 docx .
5 Software (9) ®)51  docx  hitp /upload/ /content/119/TlaKeT RoKyMmerTiE N0 KoHTPare... X
& Emais (1) — ®)52  docx hitp/s com/upload ich Atender/179/Mpunoxerwe N1 docx x
o opasswpe“‘“ i ph  |®)53  docx  hitp) com/upload/ilyich/tender/127/Mpunoxcerme Ne1.docx X
& Servers () | |®)54  docx  hitp/, com/upload/ilyich/Aender/117/Mpunoxerme N21.docx .
. =1 |®155  docx  htto:/s com/mload/nMchAmernder/-inélSdcu)SbSSSSZd652debfZ>2... x _l_'_l
d | >
+2 Conf | @Qeaeﬁmmmswl| @Qlearl Bsavelogsoﬁlel

Metadata analized !




VRad@ck17:~$ theharvester -d |- tviv.ua -1 50 -b bing
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* TheHarvester Ver. 2.6
- Coded by Christian Martorella
- Edge-Security Research

- cmartorella@edge-security.com

+
+
+
+
+
%
+
+
+
+
LR R R R R R R R R E R EEEE R EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE 2

4
#*
#*
#*
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*
#*
+
#*
4
#*

[-] Searching in Bing:
Searching 50 results...

[+] Emails found:

_ .lviv.ua
infodl. 1viv.ua
nfocll . 1viv.ua

VRad@GK17:~% theharvester -d |l 1viv.ua -1 50 -b linkedin

[-] Searching in Linkedin..
Searching 100 results..
Users from Linkedin:

Olena

Oleksiy NN




[lOKyMeHTH, meTaiHpopmauis...

e [okymeHTn MS Office Ta iHWKXx popmaTiB MOXKYTb MiCTUTU meTaiHPopmauito

* He roBopAYM NPO 3MICT AOKYMEHTY MOKHA OTPMMATK:
- im's aBTOpA
- im'a cuctemu (1) nepesipKa 3anycKky
- e/IeKTPOHY agpecy
- MEpPEXKEBI NPUHTEPYU

-tmn M3 1a OC (!) ekcnnounTtm

* BupanaiTte meTaiHpopmaluito nepes TMM aK nybnikysatu/nepecunatu !l



[Iporpamu

=
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BlackEnergy.
EXE

|||I|.|'_.L,;

I
Scan_ 610
2016,doc

WINrar, exe

SCAMOG0EZ0
160516.POF.
jar

IAPABCTEYH
Te.docx

[E

4033, exe

cAgaaliron—

M. docx

sk':.-'pe_up;:lat

E.Bxe

I.t'i

L ==
—_—

MHBOHC, j5

Fax 49
2231768354
3.docri

| POF [

A~

STATEMERTS
T 22 Sep
2015 -
KMPateln ...

%[

=

OiHEa. xls

0Ez011-65.p
df.exe

ukr _new,doc

-

NacnopT.exe

™

1441577718

Phoka zample,adf
05-11-2018, Jjs
41 05 46.]=
N
%] =
=
ukr _threat, x| watagbfe, ex
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[Iporpamum

AncTpmnbyTuBmM 6paTu TibKK 3 OdiLinHNX axepen!

http://www.howtogeek.com/198622/heres-what-happens-when-you-install-the-top-10-
download.com-apps/

Ana naaTHoro/3namaHoro 3 MoXKHa NOoLWYKaTH a/IbTEPHATUBY
He kopucTyBaTtuca pannossanmwamm!
CBoe4vacHo oHosAtoBaT OC Ta 13, ocobuiso 6passepu

[TO MOXX/MBOCTI, AKLL,0 HE KPUTUYHO BiAMOBUTUCH Bizy:
* Adobe Flash -> HTML5
 JavaRE
* Adobe Acrobat (Reader) -> PDF Exchange Viewer


http://www.howtogeek.com/198622/heres-what-happens-when-you-install-the-top-10-download.com-apps/

Yyl cuctemu

* YyrKa cuctema = 4YopHa Aaipa

e Tam MOXXyTb BYTK Kennorrepu, TPOAHM Ta iHwWe LLUM3

* He 3anunwanTte cBOIX NApOAiB Ha YYXKNX CUCTEMAX

* [lpoctum npuknag, 3i Skype

File

Edit View Options Help

ladR s a8

Record Mu.. +  Action Type

€7 147518 Chat Message
€5 147524 Chat Message
€7 147525 Chat Message
€5 147526 Chat Message
£ 147527 Chat Message
€7 147533 Chat Message
€5 147538 Chat Message
€7 147539 Chat Message
€5 147540 Chat Message
€5 147541 Chat Message
€5 147542 Chat Message

Action Time

23.01.2016 0:36240
23.01.2016 9:32:24
23.01.2016 9%:28:19
23.01.2016 %:30:35
23.01.2016 9:31:00
23.01.2016 15:24:57
23.01.2016 15:25:24
23.01.2016 152538
23.01.2016 15:25:46
23.01.2016 152710
23.01.2016 152721

End Time

User Mame
SEFQEEV-TIN
fraysoul
fraysoul
fraysoul
sukach.evgeniy
ivanm3109
spanjokus
spanjokus
wvanm3109
rvanm3109

spanjokus

Display Mame
g (A AMKH)

5

pT

K]

v ow T w Ww w M N

M

5

o ey

Chat Message

BO CKONEKO 33BTPA LED nog
Encse k Beuepy, nnbo saeT)
CHa4ana Mel NEQEHACTPOK
Hanuiuem croga kak TonsKg
CnacuBo <ss type="yes">
Bonbluwe gecatkw - HeT M
KpyTO

ToKka 4e 3To!

o8wACHKD)

3TO MOHETHI

A B KYyCEd MHETO 3TO 38448



Cou. Mepexi — 3akpmBanTe Nnpodinb!

li Viadislav Radetskiy Q 765 Viadislav  Home  Find Friends

Vladislav Radetskiy Update Info

About

Timeline Friends 45 Photos More v

X About

| overview oo
: + ! Add a workplace

Work and Education 1985

Places You've Lived

! + ! Adda school

Contact and Basic Info oeed !

Family and Relationships

P Add your current city

Details About You SR '

Life Events

] Add your hometown



| £ Viadislav Radetskiy Q 65| Viadislav  Home  Find Friends

This is what your Timeline looks like to: (& Public View as Specific Person

Vliadislav Radetskiy Timeline ¥ Recent +

@ Intro

TexHiYHa CKpPOMH#Ara, oaHa wtyka

Viadislav Radetskiy updated his

it 9:13pm

Photos

Viadislav Radetskiy

loTyemocs...

See Translation

o Friends | l BAKO@
SECURTTY
g

E Ykpaincbka - Pyeckuin - Espanol e
Portugués (Brasil)

Information Security Forum

‘ TBILISI) 28.10 | | MINSK 102.11 ‘f BAKU104.11

OCT  Age of Security Forum 2016
28 Cct 28 - Nov 4 % Interested

Share



Privacy Checkup

Thanks for making some time for this. Now let's go through 3 steps to
help make sure you're sharing with the right people

Posts

Whenever you post from News Feed or your profile, you can choose an audience to
control who sees it.

Who do you want to see your next post?

Tip: You can change your audience each time you post

Apps

Profile




Privacy Checkup

Thanks for making some time for this, Now let's go through 3 steps to
help make sure you're sharing with the right people

Great! Your future posts will be shared with the audience you have sel d until you

V change it again, You can change this whenever you post, or on your Privacy Settings

You don't have any apps connected to your Facebook account. If you ever log into
an app using Facebook, you can view it and edit the privacy in your App Settings

Profile




Privacy Checkup

Thanks for making some time for this. Now let's go through 3 steps to

help make sure you're sharing with the right people

Great! Your future posts will be shared with the audience you have selected until you

V change it again. You can change this whenever you post, or on your Privacy Settings

V Keep in mind, you can review and edit your apps at any time from your app settings

Profile

Ha 2 look at this info from your profile and ¢ Sy share it with. Remember,
your profile may include more than what's

Phone

& Only Me ~

Birthday

& Only Me ~
1985 £ Friends v

Tip: Go to the About section of your profile to see everything and check who you're
sharing it with




# Status | [8] Photo/Video | ™ Life Event

Age of Security - Thilisi, ak ue 6yno

Who should see this?

€ Public

Anyone on or off Facebook

Friends
Your friends on Facebook

Only Me

Only Me

Custom




n Viadislav Radetskiy Q 75| Viadislav  Home 3 Find Friends

Update Info View Activity Log sos

Timeline About Friends 45 Photos More v

@ Intro # Status | [8) Photo/Video | '™ Life Event

TEXHiYyHa CK| OMHAra, oaHa wryka \ ' ~ ~
P y What's on your mind

+ Add Info About You

i -

oot Vladislav Radetskiy added 5 new photos
ESEN 4 mins A v

Age of Security - Thilisi, sk ue 6yno

ir Like @ Comment »» Share

e Write acomment
R 4 ©

Viadislav Radetskiy shared Kowri e a6nykax 18+'s photo
e

November 6 at 1:33am & w



[ £ Viadisiav Radetskiy 765! Viadislay  Home 3 Find Friends

View as Specific Person

Vladislav Radetskiy

Timeline About Friends Photos More v

DO YOU KNOW VLADISLAV?

ou know Vladislav, send him a message

Q Intro

TEXHIYHa CKpPOMH#Ara, ogHa wryka

Viadislav Radetskiy updated his cover photo

Share

Photos - Nothing to show

Viadislav Radetskiy

o Friends

loTyemocs...

See Translation

English (US) - Ykpaincbka - Pycckuin - Espanol 3
Portugués (Brasil)




BUCHOBKMU

1) BbyabTe obeperKHMMU Ta YBaKHUMM Npy poboTi 3 IT

2) Mam'ATalTe Te, 3a W0 BAaC MOKHA 3a4enuUTH

3) He cmaitb nig 064ikoBMM 3anmMcom admin/root, He Bumukarite UAC (1)

3) BuacHo oHoBAtOMTE CODT

4) He 3abysaiite npo VirusTotal!

6) Cuctema 6e3 Java, Flash Ta Adobe Reader? + 77 40 kKapmu

7) He 3as1wwalitTe BAacHUX CigiB Ha Yy»KMx cuctemax (naposi, 061ikosi 3anucu..)
8) He nyckaliTe abu-koro 3a cBoi cuctemu (“nodusumucs howmy” mouwo)

AAkyto Bam 3a yBary!



